-

FAIR OAKS

WATER DISTRICT

Policy Number: 6100

Policy Title: Record Retention and Destruction

A Record Retention and Destruction Schedule shall be developed and maintained to direct staff
on procedures for retaining and destroying FOWD records. This schedule shall be written in
compliance with California Government Codes and approved by resolution of the Board of
Directors.

1. Purpose of the Policy

1.1.

Provide guidelines to the Fair Oaks Water District (FOWD) staff regarding the retention
and disposal of FOWD records in accordance with business need and with legal and
regulatory requirements.

2. Record Retention and Destruction Schedule

2.1.

2.2.

2.3.

2.4.

2.5.

A Record Retention and Destruction Schedule has been developed and approved by
resolution of the FOWD Board of Directors (Board). All records must be kept up to and
including the retention period defined in the schedule — the schedule is included in this
policy as Attachment “A”.

The Record Retention and Destruction Schedule complies with the Local Government
Records Management Guidelines adopted by the California Secretary of State, classifying
the FOWD’s records by category, and establishing standard procedure for retention and
destruction of FOWD’s records.

The FOWD is not responsible for the loss of any records due to natural disaster, cyber
attack, or any other circumstance out of the control of the FOWD.

The Board authorizes the General Manager, or their designee, to update and amend the
“Record Retention and Destruction Schedule” as needed to comply with current
regulations without further approval from the Board.

Pursuant to the provisions of Government Code, including sections 60200 through 60204
and 12236, the retention and destruction of records of the FOWD must be implemented as
follows:

2.5.1. The FOWD must retain the following records regardless of its Record Retention
and Destruction Schedule:

2.5.1.1 Documents that have a continuing business need such as pending litigations,
special projects, etc.
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2.5.2. The FOWD may destroy the following records at any time.
2.5.2.1 Duplicate records.

2.5.2.2 Rough drafts, notes, and working papers, that are no longer necessary for the
continuing business of the FOWD.

2.5.2.3 Other papers used for controlling work.

2.5.3. Records not specifically mentioned in this policy shall be retained for a period of
two years.

2.5.4. Upon approval by the General Manager, the FOWD may retain files for a longer
period unless the law requires destruction.

2.5.5. Original documents may be converted to digital or photographic media and the
originals may be destroyed. To the extent permitted by law, the FOWD shall use
technology solutions to minimize the creation of paper files and records and to
minimize the future workload in digitizing paper files for archive purposes.

2.5.6. Any document that falls within multiple categories shall be covered by the higher
retention period.

2.6. Electronic Files
2.6.1. Electronic files have the same retention and destruction requirements as section 2.

2.6.1.1 This requirement is limited to the capabilities of current FOWD Information
Technology systems.

2.7. Electronic Mail (E-mail)

2.7.1. The FOWD’s e-mail system is provided for employees to conduct FOWD’s
business.

2.7.2. The FOWD’s e-mail preservation period is three years and is limited to items
related to FOWD’s official business records

2.7.2.1 This requirement is limited to the capabilities of current FOWD Information
Technology systems.

3. Text Messages, Voicemail Messages, and Social Media

3.1. Business done on behalf of the FOWD that requires the creation and preservation of
records should not be conducted in this format; therefore, the FOWD will not preserve or
retain these records, except to the extent that such records are required to be preserved due
to related, pending litigation or other relevant State law.

4. Violation of Policy

4.1. Employees are expected to manage and protect FOWD’s records. Violations of the policy
may result in disciplinary action against an employee, up to and including termination.
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Records Disposal

5.1. The General Manager or their designee may destroy and discard records, by any
permanent method that protects the confidentiality of any privileged or confidential

information after the retention period, as shown on the Record Retention and Destruction
Schedule.

Responsible Personnel

6.1. The Finance Manager shall be responsible for the implementation of the Records
Retention and Destruction Policy.

6.1.1 The responsible personnel shall:
i.  review the records annually;

il.  propose to management a list of records for destruction after the FOWD’s
annual financial audit and before April 30;

iii.  submit the proposed destruction records to the General Manager for approval;
iv.  destroy the records once approved by the General Manager; and

v.  keep a hardcopy and/or electronic summary of items being destroyed along
with destruction confirmation.
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FAIR OAKS WATER DISTRICT
Attachment A
Record Retention and Destruction Schedule

RECORD CATEGORY RETENTION PERIOD
ADMINISTRATION
Annual Disclosure Statement form 470.............cueevvecveeceeceeeieeeieesseeeiseesivesisenns 7 Years after filing
Brochures, Publications, Newsletter, Press Releases Superseded + 2 Years
Filings With SECretary Of StQL............ccovevvveeiveeceeeeeeireeeeeeiteeeeeeeesereeeaeeiseeareeeses Permanent
Formation/Change of Organization/Reorganization...............cc.cevevvevveervevveieeeens Permanent
General CorreSPONUENCE.............cccvuieeciiieesiiieeeiireeeite e et e e s e e ssisaeeeseeessssaassisees Current Year + 2 Years
Grants (FEAEIral & STAL)..........cueeceeevveeirieceeeeeeieeeeeesieesteeseeeeeesessseeereeesesiseans Closed + 5 Years
MANAGEMENT REPOITES.......ovveeeeeeiiiieeeeesciiieeeeesssiteeeeesssiataesesssissseaeesssssssssssesennns 2 Years
Media Relations........... ...Current Year + 2 Years
Public Record Request. Completion + 2 Years
Records Disposition CertifiCation...........c.ccuecvueecveeieeesreesieeeireeceesieseissessessisesseenns Permanent
ReCOrds MANGGEMENT........ccccveeeeiireeeiieeeiiieeeciteesite e et eessttesssttaeessesesssssasssseaens Closed + 2 Years
Records Retention SCREAUIE............cccuveeecueeeeciiiesiieeeciee et et sie e saae e Superseded + 4

Statement of Economic Interest Form 700.. 7 Years after filing

BOARD OF DIRECTORS

Adopted Conflict Of INtErest COUE..........cuuwvveivueeieeieeieeeieeeieeseeeieesiveeireeaaeeiseen, Current + 3 Years

Yo 114 Lo [ O UP U SSUPPPPR Current Year + 2 Years

Board and Standing Committee Meeting MINULES...........ccceeeevuveeecreeeeivvessieaennns Permanent

Board Meeting AUdio RECOIAING ..........c.cueeeuueieeiiieiiiieeciieeeiisescieeesisieesisesassseaen, 1 month after Board approval of minutes
Board Policies AN PrOCEAUIES..............cccuueeeciieesiiiieeiiieeeiieeesiseesisisesiisassisaesnns Superseded + 2 Years

MEELING NOTICES. ......uvveeeeeeeiiiiieeeeeeiite e eestte e e e e e st e e e e ssstt e e e e s sssssasesssssssssneeens Current Year + 2 Years

Notifications ANd PUBIICALIONS.............ccvecveeeiveeceeeeeeiieeeieeiseeeieeiseesseeesseesseesenenes Election + 2 Years

Oath of Office & Other Election Related Documents... .. Term of Office + 6 Years

Resolutions AN OFAiNGNCES..........cc.eovvueereerieesiesieeieeseeste et sie e sie s Permanent

R 00 ] oo R TSSO SRRt Current Year + 2 Years

BOND ISSUANCE

Bond Issuance & Related DOCUMENTS.............cecueeveeesieenieasieesieeieesieesieesieesieeees Closed + 10 Years
CONTRACTS & AGREEMENTS

Non-Capital

CONLracts ANA AGrEEMENTLS.........cccccueeeeeiiieeeiieeeiieeesieeeeeteeessitaesstaeesseeesssssassasees Termination + 5 Years

Request for Proposal/Request for QUAlIfiCatioNS...........c.coeevevveveeveevveeeeveesenseens Audit + 4

Responses to Request for Proposal/Request for Qualifications-Successful........... Audit + 5

Responses to Request for Proposal/Request for Qualifications-Unsuccessful...... Current Year + 2 Years

Capital

CONLracts ANA AGreEMENTLS..........ccccueeeeiiieeeiieeeitieeeesieeeeeteeessite e s staeesseeessssaassssees 15 Years

Accepted Bid DOCUMENTS...........cceccueeeeiiieeeiieeesieeesiteescsteeestaaesiaaeseseessteaesssseaens Audit + 5 Years

AS-DUIIt PIANS/DOCUMENTS.......coveeeeeeeeeeeeeieeieeeeeeeeeeteeeeetie et e sevteeisssaseeaeeas Permanent

Unaccepted construction bids and proposals..............ccceeecueeevvveesiveeeiieeesiinnann, Closed + 2 Years
CUSTOMER SERVICE

Billing/CUSTOMEE RECOIUS.......ccvvevveeeeriereireereeireesreireeseessesseesesssasesssesssesseessesessenns Current Year + 2 Years

BilliNG RECOIUS......cccevveeeiiieeeieeeeete et ee et s sttt e et e st a e s ta e s sseeessstsassssaaannes Audit + 2 Years

CONNECLION RECOIUS.....ccevveeeeieeieeeiieesieeste ettt ettt s e e st esitesteesaeesteeninesseenne Permanent

Closed + 2 years (supporting); Permanent

LI@NS & REICASES.......c.veeveeieieeieieieeieieise e sie e te s ses ettt etsese e tesse st essesassesessesens (Recorded)

(818 =] oo L =2 PSPPI Current Year + 2 Years

1Y =T g A t=Te Lo T TSP SUPPN Current Year + 2 Years

IMEEET OPCIALIONS.....vveveeeeeeeiiiieeeeeeittee e eeseiitee e e e sestteeeessssstsaesessssssasesesssssseseens Current Year + 2 Years

Board Approved: August9, 2021, January 10, 2022
Page 1 0of 3



FAIR OAKS WATER DISTRICT
Attachment A
Record Retention and Destruction Schedule

RECORD CATEGORY RETENTION PERIOD
DEVELOPMENT/ENGINEERING
BIUGPIINS/SPECITICALIONS......vecveereeerierreireerieeeeseesesseeeesseeseesseessesessssessesseeseeseaseeses Closed + 2 Years
Capital Improvements, CONSEIUCLION. ...........c..ceecvvveeesiireeeirieesiieeesiiieesiieessisaesieens Permanent
Development AGreEMENTS..........cccueeecueeeeiiieeeiieeeeieeeecieeeeeiteessiseesssesessseaesssseaeeas Permanent
Development Conditions.... .. Life
Development StANAAIS.............coocvueeeciieeeiieeesieeeecie et ssta e et eireeesstaeessees Permanent
LK o =Tt 1 o) ¢ TSRO PPPUPPN Closed + 2 Years
IMAPS & PIALS......veeeeieeeiie ettt ettt ett et e e sttt e e e e st a e s taa e s sseaesssesassssaasnanes Permanent
1Y Lo (= g o Lo T KSR Superseded + 2 Years
Permits (CONSEIUCTION).......c.veceeeeeeeeeeeereeeeeeetteeteeeteeete e e esaeeesa e e e saseesseessseseeeans Permanent
PEIINIES (OTNEE ).t et e e et e e st e e s e s eseeavseeesaesssssaseenssanseaans Closed + 2 Years
Photographs (Aerial) .. Superseded + 2 Years
Projects not completed Or denied................occueeeeiuveeeiriieeiiieeiiiiiesiieeecieeescivaeeian, Closed + 2 Years
SUIVBY S eeeeeieeeeee ettt e ettt et e e st e et e ssa bt e e e e sasstbeaeeesssssseseesssssssssanssssssssnanes Permanent
FINANCIALS
Accounts Payable SN 7 Years after payment
ACCOUNES RECEIVABDIE L ..o e s ee e Audit + 4 Years
Audited FiNANCial SEAtEMENTS.........cceeveeriieenienieeieesieeie ettt sie e Audit + 4 Years
Banking Statements & ReCONCIlIALIONS............c..ceeevuveeeiieeeiiieesiiiieeiieeesireessivaaenns Audit + 5 Years
210 o o =1 P SUUPP Audit + 2 Years
Federal & State Compliance Reporting/Filing............ccuvveevveveeseiveeseeeeseeseevninnns Audit + 4 Years
Fixed Asset (Vehicle Ownership and Title)............ccoeeveeeveeeveeeceecieeireeieesvesiseanne Life
FIXEA ASSCL ...ttt ettt ettt et sat e st esae e e s e s seenaees Audit + 4 Years
...Current + 7 Years
INVENEOrY, EQUIPIMEONTE........oeeeeiieeeeeiiieiee ettt et e s esttea e e e st ae s s s sssssaeaeas Current + 2 Years
INVESEMENT TrANSACTIONS........eeeeeieieiiieeiee ettt Current + 7 Years
LYol 1 1o K [ o TSSO Audit + 4 Years
o L =2 T PSSR Superseded + 2 Years
StAte CONLIONEr'S REPOIM......ccc..veeeeiiieeeiieeeiieeesiee et e et e st aesta e s aeaessisaassssea s Permanent
HUMAN RESOURCES
BenefitS......coveeveeevveeeeaireannen. Life of Plan/Policy + 6 Years
Commercial Driver Records Closed + 7 Years
Employee Fidelity BONG..............ccocouieeiueeeeiiiieeiieeesiieeeiieeesieaesitsaeesseessissasssisaaen. Termination + 2 Years
EMPloyee HANADOOK...........cc.ueeeeieieeiiieecieeeeiit et eeteesete e e site e s evae e e sieasaisaessines Superseded + 2 Years
EMPIOYCE PrOGIAMS.....c....veeeeeieeieeeeiieeeee et e sttt e eeste e s titaaestaaesseeesssssasassaasnes Closed + 2 Years
*3 Years from date of hire or 1-year following
1-9 (Employment Eligibility VerifiCation).............ccccvueevueeieecveesveecieeieesieesvesianans termination, whichever is later
JOD DSCIIPLIONS......oveeeiieeeiiie et e ettt e st e st e et e e staa e et e e e s tasssssaassasenes Superseded + 2 Years
MEAICAI LEAVE.........oceeeeeeeeseeeeeeeeese ettt ettt ste et ssessseenaes Closed + 30 Years
Payroll & Related TAX FiliNgS.........cuueecueeeeiuiieeiiieeiiieeecieeeesieaessveeesveeessasasssea e 7 Years after payment
PERS Retirement/SSi/Social Security. Permanent
PEISONNEI RECOITS..c..c..veeeeeeeiieeeeseeeeeee ettt ettt et st s e sne e Termination + 2 Years
RECTUIEMENT RECOITUS..c..c..eeeeeeeeeiieeieeeeetesee ettt ettt esaee s Closed + 3 Years
TEQINING RECOIUS..c.....vveeiiieeiie ettt e ettt e et e e ettt e e s ste e s sataeessesasestaassssaaens Termination + 7 Years
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FAIR OAKS WATER DISTRICT
Attachment A
Record Retention and Destruction Schedule

RECORD CATEGORY RETENTION PERIOD
LEGAL
Claims (excluding WOIKer's COMP.).......ccueeveeceeeieeiieeieeieesieecreeseeeireeseeeiaresseens Completion + 5 Years
Legal Advertisement. Current Year + 4 Years
Legal NOtIiCeS & MEELINGS........cccveeeiuieeeeiieeeiiieeeciieeesteeeesttaeesteeesisteessstsesssssasssens Current Year + 2 Years
(0] 0141 KIS Superseded + 2 Years
POLITIONS.......eeeeeieeeie ettt ettt ettt ettt e e s Current + 1 Year

MAINTENANCE & OPERATIONS
MAIN VAIVE RECOIUS......cceeeeeieeiieeieeiieeiteseese ettt st e e e Permanent
Maintenance and Operations (Work orders/service requests, oncall logs etc.)... Current + 2 Years

REAL PROPERTY
Deeds, Easements, and other documents related to real property interest.......... Permanent
Annexation & DELACAMENT...........cocuevveeneenieesiieeieeseesteee et Permanent

RISK MANAGENT
Y i Yolol o (=10 il 1= Yo o XTSRS UURSUPR Closed + 7 Years
Bonds and INSUIANCE POIICIES..........c..eevueeeueesieerieeieesieesieesieesie e sie e, Permanent
DAMAGEA ClOIMS....c.eevveeiieeeiieeeiie ettt s e e et a e e eta e st a e e ssesessstaassssaaenans Closed + 5 Years
INCIA@NT REPOIES..c..cc.eeveeieieeiee ettt e e e st e et e e s eta e e stae e s sseesasssassssaasnns Closed + 7 Years
Insurance Certificates (filed separately from contracts) Expired + 10 Years
Photographs, Negatives, FillN.............ccccceecuieecviieesiiiieeiiieeesieeeesiseesseeesisesessiaa e, Closed + 2 Years
Risk MANGAGEMENT REPOITS.......ccccveeeeiiieesiieeeiieeeeiteeeiteeeeteeesttaessieeesiaaassaseaeeas Closed + 5 Years
Worker's Compensation (Claims/Files/Reports/INCidents)............ccccevevveereevennnnn. Permanent

SAFETY
Hazardous - Training MateriQls...............ccccveeecueiesiiieeiiieesiiieessieeesiieesiisassieaen Superseded + 2 Years
Hazardous Materials Storage Permits............ccueecvveeecieeeiiiveesiieeeiieessiivsessnnasnnns Superseded + 2 Years
Hazardous Waste DiPOSQl.............ccccueeeeiueeeeiiiaesiiieeeiiieeeciieeessieessieeessiesassssaennes Current Year + 10 Years
Ko ) (=8 R O = g 1] Lol 11 o) (TSRS Current Year + 2 Years
K2 ) (=8 ATl oo 4 R YOS Current Year + 2 Years
Vehicle Service SCREAUIE.................ooccueeecceieeeiiiiesiiee et s sta et ita e s iaa e Superseded

WATER SYSTEM
CREMUCAI ANQIYSIS...uveaaeiiraesiieeeiieeeeite ettt et s e e te e e te e e stae e e ssesassssaassases 10 Years
ConsUMer CONFIA@NCE REPOI.........ccueecreeeeeeieeireeeeeeiteeeieeeireeseeesseieesssesssesesenns 3 Years
Microbiological & TUIBDIAItY...........ceeeeueieeeiiieeiiieesiee ettt sira e s e e 5 Years
Permits (Water & NDPES)...........ccueeiueeeeeieeecieeeeeeiteesteeeiseeeeeesasessessissesseesssssaseenns Permanent
System Water Outage COMPIAINTS.........cc.oueeeueeeeciiieesiieeeciieeesieeesiieeesiiaessieaesnes 5 Years

Water Quality. Current + 12 Years

! Canceled checks and cash receipts that need to be retained longer than the indicated retention period
should be filed with the documents pertaining to the underlying transaction (i.e. Development, Bond).

Board Approved: August9, 2021, January 10, 2022

Page 3 of 3





